The OsgoodePD Webinar Series

KEY ISSUES IN PRIVACY
AND INFORMATION
MANAGEMENT

8 focused webinars for the latest legal developments, Top privacy experts
including: from across Canada will
Session 1: September 16, 2014 prOVide d timely update on
Privacy 101: Overview and Refresher of Basic Concepts new risks, developments and
Session 2: September 30, 2014 compliance strategies

Workplace and Employee Privacy Update

Session 3: October 14, 2014
Update from the Office of the Privacy Commissioner of Canada:
Current and Evolving Concerns

Session 4: October 28, 2014
Data Breaches and Notifications: Legal Update and Practical Tips
for Preparedness and Response

Session 5: November 4, 2014
Freedom of Information Update for the Public and Private Sectors

Session 6: November 18, 2014
Update on Private Sector Privacy in B.C., Alberta and Quebec

Session 7: December 2, 2014
Big Data: Current and Emerging Privacy Issues

Session 8: December 16, 2014
Canada’'s New Anti -Spam Law: Lessons from the Trenches and a Look Ahead to 2015
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The OsgoodePD Webinar Series
KEY ISSUES IN PRIVACY AND INFORMATION MANAGEMENT

Every day, the spiraling growth of technology and information flow create new and
unexpected privacy challenges for organizations both large and small. Every business
in Canada that handles personal information is subject to privacy regulation in one
form or another.
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Privacy concerns can
affect nearly every step an

organization takes. Are you
up-to-date on the latest
developments?

AGENDA

SEPTEMBER 16, 2014
(12:00-1:15 P.M. EDT/EST)

Session 1
Privacy 101: Overview and Refresher
of Basic Concepts

David Fraser, Mcinnes Cooper (Halifax)

Newcomers to the privacy practice area need to understand

not only the application and limits of the federal privacy act

vs. the provincial laws in the collection, use and disclosure of
personal information but also, the definitions related to privacy,
confidentiality and security. This session will provide you with a
sound understanding of the basic privacy concepts and give you
the tools you need to reduce risks for your organization.

Topics include:

« Definition of “personal information”

» Overview of privacy laws and other sources of rights
and obligations

* Private vs. public sector privacy obligations and issues

« Provincial vs. federal jurisdiction issues — what laws apply?

* Regulatory frameworks vs. torts

« Introduction to foundational privacy concepts and obligations

* Basic requirements for building and managing a
privacy program

+ Key considerations in designing consents, including the
use of opt-in and opt-out consent

SEPTEMBER 30, 2014

(12:00-1:15 P.M. EDT/EST)

Session 2
Workplace and Employee Privacy Update

Scott T. Williams, Hicks Morley Hamilton Stewart
Storie LLP

Vicki L. Giles, McLennan Ross LLP (Edmonton)

OSGOODE PROFESSIONAL DEVELOPMENT

The interaction between employees - and prospective
employees - and employers continues to present new privacy
challenges as well as novel variations on old ones. Virtually
every organization grapples with privacy in both recruitment
processes and ongoing employee and HR management.
Panellists will discuss the thought-provoking area of employee
privacy and surveillance, including the latest directions from
courts and emerging best practices to deal with the latest
challenges.

Topics include:

» Do employees have a free-standing right to privacy in Canada?
« Conducting workplace investigations

+ GPS tracking and surveillance

* Social media issues

* Providing employee contact information to unions

« “Bring your own device" considerations police
information checks

« Striking the right balance between employee and
employer rights

+ Case law update

OCTOBER 14, 2014

(12:00-1:15 P.M. EDT/EST)

Session 3
Update from the Office of the Privacy Commissioner
of Canada: Current and Evolving Concerns

Regan Morris, Legal Advisor, Legal Services, Policy and
Research Branch, Office of the Privacy Commissioner of
Canada (Ottawa)

Daniel Caron, Legal Advisor, Legal Services, Policy and
Research Branch, Office of the Privacy Commissioner of
Canada (Ottawa)

Canada's Personal Information Protection and Electronics
Documents Act (PIPEDA) protects consumers' personal
information against privacy breaches. This session will provide
you with an update on the latest market developments and
challenges and insight into the focus and direction of the
Privacy Commissioner’s Office to meet today's evolving privacy
challenges.



AGENDA (Cont'd)

Topics include:

» PIPEDA case law and legislative update
+ Key findings under PIPEDA and the Privacy Act
* Current issues in enforcement and investigations

 Current and future policy priorities of the OPC

OCTOBER 28, 2014

(12:00-1:15 P.M. EDT/EST)

Session 4

Data Breaches and Notifications:

Legal Update and Practical Tips for Preparedness
and Response

Alex Cameron, Partner, Fasken Martineau DuMoulin LLP

John Russo, Vice-President, Legal Counsel & Chief Privacy
Officer at Equifax Canada

Matthew Davies, Senior Underwriting Specialist, Chubb
Insurance Company of Canada

Data breaches, whether caused by hackers, careless or
well-meaning employees, technical failures, or other means,
can have significant legal and other ramifications for
organizations of all sizes. Our panel of experts will bring their
unique perspectives to bear on this important topic, including:
» Current trends in privacy breaches, litigation and class actions
« Breach notification under Canadian privacy law

» How to deal with affected individuals and the regulators

« Key tips for managing risk regarding data breaches

» Demystifying credit monitoring and identity protection

+ Building a data breach incident response team

+ Lessons learned from recent case studies

NOVEMBER 4, 2014

(12:00-1:15 P.M. EDT/EST)

Session 5
Freedom of Information Update for
the Public and Private Sectors

David Goodis, Director of Legal Services and General
Counsel, Information and Privacy Commissioner of Ontario

J. Alexis Kerr, Director of Legal Services and General
Counsel, Fraser Health Authority (B.C.)

Stakeholders today are demanding open and transparent
governments and access to information to hold their elected
representatives accountable. Freedom of information is
crucial to allowing individuals to protect their privacy rights
against potential abuses by government and private sector
organizations. Panellists will discuss the current state of
freedom of information rights and limitations and how the law
is evolving to keep up with today’s digital society:

» Case law update under Federal and provincial laws

+ Impact of new and emerging technologies on freedom
of information

» Recent interpretations relevant to the private sector

» Overview of key information exemptions in freedom
of information laws

» Strategies and best practices when making and responding
to requests

NOVEMBER 18, 2014

(12:00-1:15 P.M. EDT/EST)

Session 6
Update on Private Sector Privacy
in B.C, Alberta and Quebec

Karl Delwaide, Fasken Martineau DuMoulin LLP (Montreal)

Lorene A. Novakowski, Fasken Martineau DuMoulin LLP
(Vancouver)

Alberta, B.C. and Quebec have private sector legislation that
has been deemed to be substantially similar to Canada’s
federal privacy legislation. Alberta also has health-specific
legislation and is the only province in Canada that currently
has mandatory breach notification in the private sector privacy
legislation.

Presenters will discuss privacy in their respective provinces and
the legislative authorization for public companies to collect, use
and disclose personal information and retention and security
requirements.

« Privacy and related class-action litigation activity

« Recent cases and legislative activity

» Update on breach notification in Alberta

« Jurisdiction and enforcement issues

* Hot topics and policy priorities

REGISTER ONLINE TODAY AT WWW.OSGOODEPD.CA



AGENDA (Cont'd)

DECEMBER 2, 2014

(12:00-1:15 P.M. EDT/EST)

Session 7
Big Data: Current and Emerging
Privacy Issues

Eloise Gratton, Partner and Co-chair, Privacy, McMillan LLP

Saj Nair, Director, Cyber Resilience, PWC Canada

Data driven organizations, public and private, collect vast
amounts of data from their customer's to gain insights and
performance advantages. However, the collection and analysis
of information from various sources and the leveraging of

that information presents both legal and ethical challenges.
Understanding how to avoid privacy breaches and manage risks
is critical in today's age of big data. This expert faculty will help
you understand the trends, considerations and risks associated
with big data collection including:

* What is “big data" and how is it changing the
privacy landscape?
» What are the regulatory concerns and limitations?
« Balancing the collection of data and privacy concerns
* When is personal data anonymized?

* How do you make innovative yet responsible use of
personal data?

» Best practices for managing risk in using personal
information for secondary purposes

DECEMBER 16, 2014

(12:00-1:15 P.M. EDT/EST)

Session 8
Canada’'s New Anti-Spam Law: Lessons
from the Trenches and a Look Ahead to 2015

David Elder, Stikeman Elliot (Ottawa)
Matthew Verhout, Chief Privacy Officer, Inbox Marketer

With new requlations coming into force on July 1, Canada has
made its foray into regulating our inboxes from unwanted e-mail
and texts, and it will apply to companies and organizations
worldwide. Understanding the anti-spam scheme and how it

is being enforced is critical for anyone tasked with managing
privacy and information for any organization.

The penalties for each violation can be up to $1 million for an
individual and up to $10 million for companies.

» Review of the exemptions to consent and to the law

» How will the three government agencies charged with
enforcement work together to enforce the law?

» Why are class action lawsuits the big concern for businesses?
« Tips for compliance and navigating the exemptions

» Case law update

WHAT YOU WILL LEARN

» Understand the new emerging challenges and accompanying
risks presented by privacy and data protection laws

» Explore the evolving conflicts between business interests
and risk governance

+ Dialogue with the top industry experts

» Gain the tools you need to reduce your company's
privacy risks

» Learn about the current trends and actions aimed at
the protection of privacy

» Look at the latest models of good practice

» Understand the regulators emerging focus and direction
» Hear the latest interpretations from the courts

* Get up-to-date on new legislation

» How to respond to complaints from the public resulting
from Canada’s New Anti-Spam Law

WHO SHOULD ATTEND

* In-house counsel
e Privacy officers and other privacy professionals

e Lawyers advising on privacy issues and
information technology

* Human Resources professionals

e Marketing and communications executives

© OSGOODE PROFESSIONAL DEVELOPMENT, 2014



REGISTRATION

The OsgoodePD Webinar Series

Key Issues in Privacy and Information Management

Fee Per Delegate

$149 plus 13% HST for a total of $168.37 per session.
$995 plus 13% HST for a total of $1124.35 for all 8 sessions.

Boardroom rate: Please inquire for pricing and tech requirements.

Interested in Custom and In-house Programs?

Osgoode Professional Development also offers many of its programs
in-house and can customize some programs to your specific needs. If you
would like further information, please contact Heather Gore, Program &
Business Development Lawyer, at 416.597.8847 or custom@osgoode.yorku.ca

or visit www.osgoodepd.ca.

CPD Credits  LSUC (ON) CPD:1.25 CPD Hours (1.25 Substantive, 0.0
Professionalism) per session; BC/Manitoba/Saskatchewan/
C NWT/Nunavut/Yukon/Quebec/New Brunswick and PEI: 1.25

CPD/MCLE credit hours towards professional development
requirements per session; NSBS CPD: 1.0 credit hours per

session. Also eligible for CLE/Insurance Premium Credits
Program offered by the Law Society of PEI and for Alberta CPD
credit with the Law Society of Alberta. Questions? E-mail: cpd@
osgoode.yorku.ca or refer to the program website.

Program Changes

We will make every effort to present
the program as advertised, but it may
be necessary to change the date,
location, speakers or content with little
or no notice. In the event of program
cancellation, York University's and
Osgoode Hall Law School’s liability is
limited to reimbursement of paid fees.
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Cancellations and Substitutions

Substitution of registrants is permitted
at any time. If you are unable to find

a substitute, a full refund (less $50
administration fee) is available if a
cancellation request is received in
writing 2 days prior to the program
date. No other refund is available.
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MAIL your registration form to:
Osgoode Professional Development
Downtown Toronto Conference Centre
1 Dundas St. W., 26th Floor

Toronto, ON M5G 1Z3

2. ONLINE at

www.osgoodepd.ca

3. FAX your registration
to 416.597.9736

4. CALL US at 416.597.9724
or 1.888.923.3394

GET THE LATEST DEVELOPMENTS
ON PRIVACY RISKS AND BEST
PRACTICES FOR COMPLIANCE

Registrant Information
Please complete all registrant information.

Name:

Title:

Firm/Company:

Practice Area:

Address:

City: Prov: Postal Code:
Telephone: Fax:

Email:

Priority Service Code
(from mailing label below)

[114] 31T FIT]

O Add me to your mailing list
O Delete me from your mailing list
O | do not wish to be contacted by e-mail

Payment Options

O Cheque enclosed (payable to York University — HST# R119306736)
O Bill my credit card: O VISA O Mastercard

Card# Expiry:

Signature: Payment amount: $
Dates & Time Location

September 16 - December 16, 2014 Webinar

8 Sessions Online Attendance Only

12:00 p.m. - 1:15 p.m. EDT/EST



